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1. The applicant is hereby notified thai this International Preliminary Examining Authority transmits herewith the 
international preliminary examination report and its annexes, if any, established on the international application. 

2. A copy of the report and ils annexes, if any, is being transmitted to the International Bureau for communication to 
all the ejected Offices. 

3. Where required by any of the elected Offices, the International Bureau will prepare an English translation of the 
report (but not of any annexes) and will transmit such translation lo those Offices. 

4. REMINDER 

The applicant must cuter the national phase before each elected Office by performing certain acts (filing 
translations and paying national fees) within 30 months from the priority date (or later in some Offices)(ArticJe 
tQ(OKw »l«n fhr rrminrtrr srni hy the International Rnrean wilh Form PCTHIVWU. 

Where a translation of the international application must be furnished to an elected Office, that translation must 
contain a translation of any annexes lo the international preliminary examination report. It is the applicant's 
responsibility to prepare and furnish such translation directly to each elected Office concerned. 

For further details on the applicable time limits and requirements of the elected Offices, see Vnlume II of the PCT 
Applicant's Guide. 
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PATENT COOPERATION TR1: /\TY 

PCT 

INTERNATIONAL PRELIMINARY EXAMINATION REPORT 
(PCT Article 36 wad Rule 70) 



Applicant's or agent's file reference 
BEN2PAUOIP 



i,hi> iniiM'HiiD Af'Tinti Sec N<*tffci»lii m of Transmittal of Inlerrttilionul 

U ftU PreJlmirwry tuuninatinn Report (Form PCT/1PEA/416) 



International application No. 
PO7US01/Q0439 



International filing date (dayAnonth/yeiir) 
00 January 2002 (09.01 .2002) 



Priority date (fktytmvnlhfycar) 
09 January 2001 (09,01.1001) 



International PaUan Classification (IPC) or national dassifiencica and IPC 
1PC(7j: HQ4U9/32 and US CI.: 713001 



Applicant 
BENNirJGCHOPF, CHARLES 



i. 



This inter national preliminary examination report has been prepared hy (bis International Preliminary 
Examining Authority and is transmitted to the applicant according to Article 36. 



2. This REPORT consists of a loial of .3 sheets, including this covei sheet. 



This report is also accompimicd by ANNEXES, i.e.. sheets of the description, claims and/or drawings 
which bavc been amended and are the basis for tois report and/or sheets containing recti licaxions tnade 
before this Authority (see Rule 70.16 and Section 607 of the Administrative Instructions under the PCT). 



These aimgx.es consist of a total 



of|8 



sheets. 



3. This report contains indications relating to the following herns: 
( |3 Basis of the report 



Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial 
applicability; citations and explanations supporting such statement 



fl 


□ 


in 


□ 


IV 


□ 


V 




VI 


□ 


VII 


□ 


VIII 


□ 



Date of submission of Pie demand 
08 Auguia 2002 (0S.n8.2llO2) 



Date of completion of this report 
11 May 21X0(21.05.1003) 



Name and moll jag address of the I PEA/US 
Mai I Stop PCT. Attn: IM-A/US 
Cuuiuuiaiiuuci Cut Putcult 
P.O. noji 1430 

Aieuodria. Vtcjlniu 123 ri-1450 
Facsimile No. (703)305-3230 



Authorized officer 
8a um Krtnntrt 
Telephone No. 703-3O5.4276 



Form PCT/IPEA/409 (cover slw:l)(July 1998) 
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INTERNATIONAL PRELIMINARY EXAMINATION RICVORT 



lulemadouBl appttcuiitm No. 

i<nyusa2/no439 



I. Oasis of the report 



1 . With regiird to ihe cJemcois of the inicmaiiooaJ application: • 
Q the international application as originally filed. 
(5^1 ihe description: 

originally filed 
filed with the demand 



panes NONE 




pases 1.5.5A 


the claims: 




paces 31- 33 




porw; NONE 


pages NONE 



as originally filed 

us amended (together with tiny matcmcui) under Article 19 



pages 31,31 A.32.33A.33B.33C,33P,33E t 33F t 33G,33H.331 
(20 05 .2003) . 



, filed with die Idler of 20 May 2003 



the drawings- 
pages 1 ,2,4-6. 8^0,22-27 
pages NONE 



_ t as originally filed 



pages 3,7 nnd 21 



, filed with the demand 

, filed with the letter of 20 May 200 3 (20.03.2003) 



I I the sequence listing part of the description: 

pages NONE t as originally filed 

pages NONE , filed with the demand 

pages NONE «, filed with the letter of . 

With regard to the language, all the elements marked above were available or furuished io this Authority in the 
language in which die International appUcaiiou was filed, unless otherwise indicated under this item. 
These elements were available or furnished to this Authority in the following language winch is: 

I I the language of a translation furnished for the purposes of International search (under Rule23.1(b)). 
f I the language of publication of the international application (under Rule 48.3(b)). 

[ J llu: lougiltf&c uf the UoitslttUuii fuiuUJied lui llio ^ui|iuac> «f iiiici u4ti1m.1l uiclimijiaiy cA<aiuiii<»liuu(uiule» Rules 

55.2 and/or 55.3). 

With regard to any nucleotide and/or amino add sequence disclosed in the international application, the 
international preliminary examination was carried out on the basis of the sequence listing: 

contained in the international application in printed form. 

filed together with the international application in computer readable form. 

furnished subsequently to this Authority in written form. 

furnished subsequendy to this Authority lu computer readable form. 

The statement that the subsequently furnished written sequence listing does not k»o bevoud the disclosure in the 
internal ional application as filed has been furnished. 

[ 1 The statement that (he information recorded in computer readable form is identical to the written sequence listing 
has been furnished 

4. ^2 Thc amendments have resulted in the cancellation of: 

I | the description, pages NONE 

the claims, Nos. U 
l~~l the drawings, sheets/fig NONE 

5. Tliis repori has been established aa if (some of) Urn amendmenu hod not been made, since Ihcy have been considered lo go 
beyond the disclosure as filed, as indicated in the Supplemental Box (Etude 70.2(c)).** 

* Replacement sheets which lutve been furnished to the receMng Offla in response to an invitation wider Article 14 are referred to in 
this report as "originally filed" and are not annexed to this repnrt sine* they do not contain amendtnents {Rides. 70. 16 and 70.17). 
*-* Afty replacement sheet containing such lunendments mast be referred to under item I and annexed to this report. 



Form PCT/1 PEA/409 (Box 1) (July 1998) 
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INTERNATIONAL PRELIMINARY EXAMINATION REPORT 



Uuernatbiial application No. 
PCT/US02y 00439 



V, Reasoned statement under Rule 66\2(a)(H) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 



1. STATEMENT 

Novelty (N) 

Inventive Step (IS) 

Industrial Applicability (IA) 



Claims M3.15-82 



Claims NONE 



Claims M3.1S-82 



Claims NONE 



Claims M3.15-K2 



Claims NONE 



_YES 
_NO 

NO 

^YES 
NO 



2. CITATIONS AND EXPLANATIONS 

Claims I-13.15-B2 meet ihc criteria sel out in PCT Article 33<2M4). because the prior art docs nut leach or fuirly suggest the 
creation of an electronic certificate of service as an encrypted file in encrypted PDF form that is therefore printable, hut can't he 
modified. 

Claims l-ti.n-tu mew industrial applicability as denned by PCT Anlctc 3J(J>. The use of a miliary system ror me ccrUnable 

Artivrry of electronic fUiekae«« ic uc»ful for neuurud imonvi ©emmer**;. 



Form PCT/IPEA/409 (Box V)(July 1998) 
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PROOF OF SERVICE - ELECTRONIC (Po6-e) 



Croes-Reference to Related Applications 

This application claims the benelit of provisional patent application no. 
5 607260,764 filed on January 9, 2001 and ot provisional patent application no. 60/340»666 
filed on December 7, 2001. 



BACKGROUND 

Field of Invention: 

10 / This invention relates generally to a unitary system for the delivery of 

" j.Betitrbnic Packages, such as email messages and attachments thet are attached to the 
message, and describes: (a) a method and apparatus that provides a sender of email a 
unique and novel independent service to prove that the message and documents attached 
to the email, if any, were transmitted and received by the intended recipient, and to provide 

15 a duplicate thereof upon query; and (b) a computer method and system for Submission 
and Transmission of an Electronic Packages ("EP") pursuant to varying format 
requirements and serving the same EP and, additionally, transmittal information. 

Description of Related Art. 

Although there are numerous patents involving email, none of the patents 
20 known to this inventor disclose a method and apparatus under which an independent entity 
stands as a certifying authority for the fact that an Electronic Package v/as transmitted by a 
named person and received by a named person, all as sot forth in this patent application. 
Further, the Invenlor is unaware of any patent that provided lor the unitary delivery o! 
Beclronio Packages. 

25 Many callings require that a document be transmitted to a recipient and that 

the transmission be attested to. For example, in the medical field, a medical staff must 
transmit claims to an insurance company based upon services rendered on behalf of the 
company's Insured. In lite legal Held, documents must be served upon parties, and a 



Sheut t - 



AMENDED SHfPT 
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DEFINITION 3 

The following definitions will apply throughout this patent application: 

ALN Array ol Logical Nomenclature, s is an assemblage of designated 
elections of Organizalion{s) and/or Recipienl(s) in a manner, and style, whereby the 
5 Sender can commit to consummating a Transaction by selecting one ot the arrayed 

collected entries. 

Certificate A Certificate Is either (u) Electronic, or (b) Physical. 
CERTIFYING AUTHORITY ta the group of PoS-o personnel who audit a 
Soouro Rio Storage Server 400 pursuant to a RequlslUon lor the production of a 
10 Physical Certificate and a duplicate of a Message and Attachment's), if any, and 

preferably consists of Ihe Chief of Information Tcohndogy. Ins Chief Operating 
Officer and the Custodian of Records. 

CORE - Is a "Collected Organization/Recipient Entry"; i. e., an automated 
association made by the EPS when a Sender links an Organization with particular 
15 Recipient (s) in completing a Transaction. 

Electronic Certificate An Electronic Certificate ("ES U )( is automatically sent 
after a message has bean transmitted through the servers of PoS-e, and sard ES Is 
electronically delivered to both me sender and the recipient. 

Electron icatty - Electronically means to be sent or received, over the wodd 
20 wide web. 

Entitled Person An Enlitled Person is either the sender or recipient, or any 
other person authorized under applicable law, to receive a copy ot the Certificate 
issued by the Responsible Person. 

EP - an "Eleclronlo Package" consisting of internet packets arising from 
25 transmitting disparate file types over the WWW. 

EPS - Electronic Package System, the current Invention, which is a system 
as defined, illuminated and described herein. 

GUI A GUI is a "graphical user Interface", or the part of a computer program 
by which a user may exploit the features built into the underlying software program. 
30 Jn Camera Key (herein sometimes the "ICfC) Ir the encrypted key 

maintained solely by the Certifying Authority and with whfch Ihe Digital Certificate 

<pheet5- 
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embedded into the Electronic Ceriflaolo \e pi iparcd as deacriBeB herein. The 
meaning ol "in camera" la "secref or "private . 



Sheet 5A- 
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What it clfiimfKl la: 

1 . A method for verifiably transmitting an electror lie package from a sender to a 
recipient through a certifying authority via a public communications network, the method 
comprising the steps of: 

receiving an electronic package thai is transmitter t from the sender to the certifying 

authority via the pubtic communications network; 
storing particulars relating to the electronic package on a server operated by the 
certifying authority for use in later verifying the particulars relating to the 
electronic package; 

delivering the electronic package from the certifying authority to the recipient via the 

pubtic communications network; 
generating an encrypted hash value based on the particulars relating to the 
elootronio package and the delivery thereof, the encrypted hash value 
uniquely Identifying the particulars relating to the electronic package and the 
rtflllvfiry thereof; 

creating an electronic certificate of service as an encrypted file thai is printable but 
not modifiable: and 

transmitting the electronic certificate of service from the certifying authority via the 
public communications network, the electronic certllicate ol service inctodina. 
the particulars relating to (he electronic package and the encrypted hash 
value as verification of the content and delivery of trm electronic package 
from the certifying authority to the recipient. 

2. The method ot Ctaim 1 further comprising the step of storing the electronic 
packane on the server operated by the certifying authority for use In later producing a 

25 duplicate of the electronic package. 

3. The method of Claim 1 wherein the electrdnlc package comprises an email 
message. 

4. The method ot Claim 3 wherein the electronic package further comprises an 
email attachment. 

. £hcoi3i 
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5. The method of Claim 1 wherein the electro™ package comprises a ascil We. 

I 



.Shee* 31 A- 
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6. The method of Claim 1 wherein the electronic package comprises a binary file. 

7. Tho method o! Claim 1 whoroin the particulars sui-roundlng thta eleciionlc 
packago comprises date and lime o1 transmission. 

8. The method of Claim I wherein the particulars surroimding Ihe electronic 
5 package comprises Identity ol sender and identity of recipient. 

9. The method of Claim 1 wherein the particulars m wounding the electronic 
package comprises an email address of sender and email address of recipient. 

10. The method ol Claim 1 wherein the particulars surrounding the electronic 
package comprises maximum number ot days within which lo deliver the electronic 

paukttyts lu tlm itJClplttlt. 

1 1 . The method of Claim 10 further comprising the step o! informing the sender, in 
event II ml dtslivbiy was nol made to tt« recipient wilhin Ihe maximum i lumber of day 6. 

12. The method of Claim 1 wherein the particulars surrounding the electronic 

pc*i:kttuo comprise* a dalo through which tho electronic pocliago 1^ to bu otoruii by ll>u 

certifying authority. 

13. The method ol Claim 1 wherein tracked message includes on email message 
and an email attachment and wherein the particulars surrounding the nlentronic package 
comprises identity of sender, email address of sender, identity of recipient, email address 
of recipient, data ol transmission, time of transmission, length of the emair message, name 
of the email attachment, and size of the email attachment. 

15. The method of Claim t wherein the stop of creating the electronic certificate ol 
service creates an encrypted PDF file thai Is printable but not modifiable. 
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23. The method o\ Claim 1 wherein rho otectroni© cortificote of smvico 
comprises an email massage. 

9 A Th© mothod est Claim 1 whoroin tho oloctronio oortifiooto of corvioo 

■ com prises an email attachment. 

25. The method of Claim 1 wherein the electronic certificate of service 
comprises an ASCII file. 

26. The method of Claim 1 wherein the electronic certificate ol service 
compHst5» a binary Hie. 

27. The method ol Claim 1 wherein the particulars surrounding the 
electronic certificate of service comprises the electronic package; 

2B. The method of Claim 1 wherein the particulars surrounding the 
electronic certificate of service comprises date and time of transmission. 

29. The method of Claim 1 wherein the particulars surrounding the 
electronic certificate of service comprises identity of Sender and Identity of 
Recipient. 

30. The method of Claim 1 wberain the particulars surrounding the 
electronic certificate of service comprises an omaB address of sender and 
email address of recipient. 

31. The method of Claim 1 wherein the particulars surrounding the 
hash generated by the in camera key is embedded in the electronic certificate 
of service in a manner that Is not visible, but are dlscemabie electronically. 

0** 32. The method of Claim 1 wherein the particulars surrounding the 

electronic certificate of service comprises a maximum number of days within 
which to deliver the electronic packaoe to the Recipient. 



. Sheet 33A- 
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33. The method of Ctaim 1 wheroin the particulars sunoundiny Ihe 
electronic certificate ol service comprises e system lo generate an electronic 
certificate as a "certificate of non-service*. 

34. The method of Claim 1 wherein the particulars surrounding the 
electronic certificate of service comprises a system mat transmits e certificate 
of non-service lo Ihe Sender and olher designees. 

35. The method of Claim 1 further comprising the step of vorifying an 
encrypted hash value found in an electronic certificate jf service that lias 
boon quoctionod by trancmilting tho oncryptod hooh vqIuo to tho Certifying 
Authority; with the Certifying Authority utilizing its secret in camera key to 
compare the hash received with the records of the Certifying Authority, 
thereby determining If the electronic certificate of service is correct. 

36. The method of Claim 1 wherein the Btep of creating Ihe electronic 
certificate of service as an encrypted file is accomplished by rendering the 
particulars into an encrypted PDF Hie that (s printable but not modifiable. 

S/ . The method of Claim 1 wherein the step of creating Ihe electronic 
certificate of service as an encrypted file is accomplished by creating an 
encrypted HTML lite that Is printable but not modifiable. 

38. Tho method of Claim 1 wherein the step ol creating the electronic 
certificate ol service as an encrypted file Is accomplished by creating an 
encrypted ASP file that is printable but not modifiable. 

39. The method of Claim 1 wherein Ihe step of creating the electronic 
certificate of service as an encrypted file is accomplished by creating an 

. encrypted graphic fite (such as glf, jpg, png, bmp, etc.) that is printable but not 
modifiable. 



.t Sheet 33&- 



AMENDED SHEET 

i 



PAGE 66/79 • RCVD AT 7/8/2005 8:31 :37 PM [Eastern Daylight TlmeJ * 8VR:USPTO-EFXRF-1/25 • DM8:2738300 * CSID: ■ DURATION (mm-*s):24-14 



PCT/USp2/004,3< 
IPEA/USfoo HAY ip 



40. The method of Claim 1 wherein «w j tep of creating th9 electronic 
certificate of service as an encrypted We is accomplished by creating an 
encrypted ASP file that Is printable but not modifiable. 

41. The method ol Claim 1 wherein the step of creating the electronic 
certificate of service as an encrypted file Is aca*inplislied by creating an 
encrypted .NET file that Is printable but not modifiable. 

42. The method ol Claim 1 wherein the slep of creating the electronic 
certificate of service as an encrypted file is accomplished by creating an 
encrypted XML file that Is printable but not modifiable. 

43. The method of Claim 1 wherein the particulars surrounding the 
electronic certificate ol service comprises a date through which the electronic 
certificate of service is to be stored by the certifying authority. 

44. The method of Claim 1 further comprising Ihe step of notifying the 
recipient via the pu«tc communications network uiai ihe electron*: package is 
available for pickup from the server operated by thB certifying authority. 

43. TIib mwuiuu uf Claim I whtutHn Uio *itrp uf nuil/yliig Hit* lactrivei 
that an electronic package is available to the receiver is legally presumed to 
have boon dolfvory by virtue of sending tha an ©mail notification the roof to a 
valid email address associated with the recipient. 
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4fi\ A method for creating, delivering, and au henticating an oloctronic 
certificate o! service contained in an encrypted We, feiat is printable, but not 
modifiable, wnicn certificate proves the confidential and secret receipt, 
storage and transmission of an electronic package fiom a Sender to a 
Receiver through a Certifying Authority via a electroNc communications 
network, ihe method comprising the steps ol: 

receiving an electronic package (e. g., an email and attachments) that 
is transmitted in secrecy (even from the Cennylng Authority) 
from the sender to the certifying authority's secure server via a 
public communications network; 
rendering the electronic package into particulars; 
storing on tne system's secure servers tha electronic package and Its 
particulars in secrecy {overt from the Certifying Authority) fui usw 
in later verifying the particulars relating to the electronic 
package; 

storing on th© eyctom'o secure servers the electronic package in 
secrecy (even from the Certifying Authority) to forward in 

oloctronic formal lo an authorized pore on at a later dute; 

requiring the Receiver to affirmatively respond lo Information sent to 
her that an electronic package is available tor delivery by 
proceeding lo a secure server, 

delivering the electronic package from the Certifying Authority to the 
recipient in secrecy via the public communications network, in a 
manner that allows only the Recipient to receive the electronic 
package: 

delivering the electronic certificate of service after Uu* eieuliuiiiu 
package has been delivered to the Recipient via the public 
communications network In a manner that allows only Ihe 
Sender, Recipient and narrtRri rtnftlnnftfisto receive a copy 
thereof; 
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employing a Certifying Authority that uses a secret and confidential in 

camera Key to generate an encrypted hash value based on the 

particulars relating to the electronic package and the delivery 

thereuf, whMi hash is embedded in, and becomes an Integral 

and unalterable pari of, the electronic certificate of service; 
cocretfy transmitting tho aleotronto certifloot© of service from the 

Certifying Authority vfa the public communications network to 

authorized persons, the electronic certificate ol service including 

the particulars relating to the electronic package and the 

encrypted hash value as verification ol the content and delivery 

of tho olQotronic pack ago Irom tho Certifying Authority to tho 

Recipient; and 

verifying, by the Certifying Authority, upon request to do so by an 

authorized person, utilizing the secret and confidential In camera 
encryption key, that the particulars statBd on a protlered 
certificate of service are identical to the particulars of the secret 
electronic package stored on the secure server oi the Certifying 
Authority, thereby authenticating whether, or not, a proffered 
certificate is true ana correct. 

47. The method ol Claim 46 wherein the electronic certificate oi 
service comprises an email message. 

48. The method of Claim 47 wherein the electronic certificate of 
service comprises an email attachment. 

49. The method of Claim 46 wherein Ihe electronic certificate of 
service comprises an ASCI I file. 

50. The method ot Claim 4b wnerem tno electronic cenmcaii* oi 
service comprises a binary We. 

5t. The method of Claim 46 wherein the particulars surrounding the 
electronic certificate of service comprises the electronic package; 
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52. The method of Clrilm 46 whomln thfl p*rt r.irf*r* surrounding itu> 
electronic certificate ol service comprises date and I. me ol transmission. 

53. The method of Claim 46 wherein the particulars surrounding the 
alectronlc certificate of service comprises identity of Sender and identity o! 
Recipient. 

54. The method of Claim 46 wherein the particulars surrounding the 
electronic certificate ol service comprises an emaK ;.<l.iress ol sender and 
email address of recipient. 

55. The method of Claim 46 wherein the particulars surrounding the 

huali try ll to in wmioid Key i:» einUoUUeU In lira tMouliui ilu uui Ullualw 

ot servico in e manner thai is not visible, but are discemabte electronically. 

56. The method of Claim 46 wherein the particulars surrounding the 
electronic certificate of servico comprises a maximum number of days within 
which to deliver the electronic package to the Recipient. 

57. The method nl Claim AS vuhoroln 1ho partinularc cirrrnundinrj <ho 

electronic certificate of service comprises a system to generate an electronic 
certificate as e "certificate of nan-service''. 

58. The method ot Claim 46 wherein Ihe particulars surrounding the 
electronic certificate of service comprises a system that transmits a certificate 
ol non-service to tho Sender and other designees. 

59. The method ol Claim 46 further comprising the step of verifying an 
encrypted hash value found in an electronic certillcate ot service that has 
been questioned by transmitting the encrypted hash value to the Certifying 
Authority; wtth the Certifying Authority utilizing Hs secret in camera key to 
compare the hash received with the records of the Certifying Authority, 
thereby determining if the electronic certificate of service is correct. 
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60. The method of Claim 46 wherein the step o? crealiny the electronic 
certificate of sen/ice as an encrypted file is accomplished by rendering the 
particulars Into an encrypted PHF file that is printable but not modifiable. 

61 . The method o1 Claim 46 wherein the step of creating the electronic 
certificate oi service as an encrypted 111a is accomplished by creating an 
encrypted HTML file thai is printable but not modifiable. 

62. The method of Claim 46 wherein the slop of creating the electronic 
certificate of service as an encrypted file Is accomplished by creating an 
encrypted ASP file that is printable but not modifiable. 

63. The method of Claim 40 wheroin the step u! creating the electronic 
certificate of service as an encrypted tile is accomplished by creating an 
encrypted graphic fi\o (such as git, jpg, png, bmp, etc.) that is printable but not 
modifiable. 

64. The method of Clatm 46 wherein the step of creating the electronic 
certificate of service as an encrypted Hie is accomplished by creating an 
encrypted ASP tile that is printable but not modifiable. 

65. The method of Claim 46 wherein the step of creating the electronic 
certificate of service as an encrypted rue is accomplished by creattny an 
encrypted .NET file that is printable but not modifiable. 

66- The method of Claim 46 wherein the stop of creating tho electronic 
certificate of service as an encrypted file 3s accomplished by creating an 
encrypted XML tile that is printable but not modifiable. 

67. The method of Claim 46 wherein the particulars surrounding the 
electronic certificate of service comprises a date through which the electronic 
certificate of service is to be stored by the certifying authority. 
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68. The method of Claim 46 further comprising the step of notifying the 
recipient via the public communications network that the electronic package is 
available for pickup from the serve/ operated by trw certifying authority. 

69. The method of Claim 46 wherein the step of notifying Ihe receiver 
that an electronic package is available to the receiver is legally presumed to 
have been delivery by virtue of sending the an email notification thereof to a 
valid email address associated with Die recfplBnt. 

70. The method of Claim 23 wherein the amount of recipient data 
transmitted by the sender is reduced through a unitary package using the 
following steps and otherwise allows the Certifying Authority to accomplish a 
plethora of "hidden" (unctions such as identity verification: 

the assignment to the user otthe system a unique sender rdentitication 
format; 

the simultaneous creation ol collected organization, or recipient, 
entries, corresponding to the organization, or recipient, 
nominated by the sender 

automatically mapping by the system on tho ooouru uurvor of lt»o 

sender's identifiers; 
abbreviating of tho coll acted organization, or recipient, entries 

attributable to the sender; t 
presentation to the sender, upon a subsequent use, ol the abbreviated ; 

collected organization, or recipient, entries for selection by the 

sender without the need to transmit any information. 

71 . The method ot Claim 70 wherein the sender uploads a formatted 
list of organization, or recipient, entry information such as organization, 
recipient name, and email address. 
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17. The method of Claim 23 whoroln a digital Bltjnaiure is eocuroly and 
secretly verilled, through the use of an In camera (secreO Key. using a 
signature checking facility located on a communications network accessibls 
solely by a Certifying Authority. 

73. Tne method of Claim 72 where the public uornmunications network 
is the wortd wide web (toternat). 

74. A method for allowing various file transfer protocols to ba used by 
a computer to save electronic packages from a secure server when a 
computer operating system, or adjunct thereto, disallows a download from a 
public communications network. 

75. The method of Claim 74 using a {ova applet. 

76. The method of Claim 74 using direct download. 

77. The method of 74 using DirectX. 

78. The method o! 74 using encrypted email 

79. A method for allowing various tilo transfer protocols to be used by 
a computer to savo olactronk: packages Irom a Recnr« aervor whnn a 
computer operating system, or adjunct thereto, disallows the use of 
executable based on the Java language. 

BO. The method of Claim 79 using direct download. 

H I. I riB rneinou of Claim 7» uahiy Oh «^tX. 

82. The method ol Claim 79 using encrypted email. 



Sheet 331- 



AMENDED SHEET 



• RCVD AT 7/8/2005 8:31 :37 PM [Eastern Daylight Time] • SVR:USPTO-EFXRF-1/25 • DN1S:2738300 • CSID: ■ DURATION (mm-ss):24-14 



mm 02/00439 

1REA/US2 0 MAY ioO> 



3/27 

RECEIVING ELECTRONIC PACKAGE 
FROM SENDER 



/" START OF \ 
^ TRANSACTION / 



c 



141 





SEMDtR REQUESTS WEI3 

PAGE FOR SENDING 
ELECTRONIC PACKAGE 20 
VIA MIS WEB BROWSER 






r 



■142 



DISPLAY DATA ENTRY OBJECTS 
(TFXT FNTRY FIELDS, SELECTION 
BOXES. BUTTONS. CHECKBOXES. 
ETC...) ON SENDER'S DISPLAY 601 BY 
SERVING WEB PAGE TO SENDER'S 
WEB BROWSER 

SEE t IGURE 7 



SENDER COMPLETES FORM 
FIELDS. SELECTS DESIRED 
OPTIONS. AND PREPARES 
ELECTRONIC PACKAGE 20 
COMPRISING TEXT 
MESSAGE AND 
ATTACHMENTS (IF ANY) 



c 



143 



EXEMPLARY FORM FIELDS INCLUDE: 
(A) RECIPIENT'S NAME 
i&) RECIPIENT'S EMAH- 
(C) SUBJECT OF MESSAGE 
PJ) TEXT OF MESSAGE 
(E) DESCRIPTION OF ANY 
ATTACHMENTiS); AND 
(F> FILE LOCATION OF SUCH 
ATT ACHM E NT(5) 

EXEMPLARY OPTIONS INCLUDE: 

{A) STORE TRANSMISSION DATA 

(B) STORE VALIDATION 

(C) STORE ATTACHMENTS 

(D) TRANSMIT ADDITIONAL 
CERTIFICATES TO NAMED THIRD 
PARTIES 

(£} SELECT PERIOD OF S fORAGt 
(F) JNSERT SPECIAL INSTRUCTIONS 
|G) ENCRYPT 

01) ACCEPT TERMS OF SERVICE; AND 
<l) ACCEPT OBLIGATION TO PAY 
ACCORDING TO THE PUBLISHED 
TARIFF 



SENOEH IKANbMHS THE 
ELECTRONIC PACKAGE 20 TO 
THE PoS-e SYSTEM 10 BY 
CLICKING THE "SUBMIT" 
BUTTON 



T 



t44 



TO FIG. A 



FIGURE 3 
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CREATING AND TRANSMITTING 
ELECTRONIC CERTIFICATE OF SERVICE 



FROM FIG. 5 



1 



GENERATE ENCRYPTED HASH VALUE 120 
BASED ON THE PARTICULARS RELATING TO 

THE DELIVERY 111 AND CONTENT 112 OF 
THE ELECTRONIC PACKAGE 20 AND BASED 
ON AN "IN CAMERA KEY" MAINTAINED ONLY 
BY PoS^e . 



-171 



CREATE THE ELECTRONIC CERTIFICATE OF 
SERVICE 110 IDENTIFYING THE 
PARTICULARS RELATING TO THE THE 
DELIVERY 111 AND CONTENT 1 12 OF THE 
ELECTRONIC PACKAGE AND THE 
ENCRYPTED HASH VALUE 120 



TRANSMIT THE ELECTRONIC CERTIFICATE 
OF SERVICE 110 TO THE SENDER, THE 
RECIPIENT, AND ANY SENDER 
DESIGNEES- 



-172 



SEE FIG. 12 



-173 



f ENOOF \ 
^TRANSACTION / 



FIGURE 6 
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From 
19 



Recipient's System 



Server System 

Recipient Is transmuted an EP consisting of 
disparate files as attachments to an «rr»M 
massage. 

1202 



Recipient's 

ficroon 



Manual Operation 

Old (ho ReetpJeni's Email Cllenl have 
resident A VP, and If so. was a file stripped 
from th* EP transmitted wfth Iho omafl? 
"Yes' Of "No". \t Yes. Redolent foUows 
provided link. 

12W 



Tho email 1202 has 
instructions regarding 
files stripped by AVP 
and link to follow. 

t203 




Manual Process 

Recipient follows link provided In email back 
to server tn ordf»r In tfrit up In* ctr1pp*H fil*» \n 
a format that won I carry a malicious 



1205 




I/ yes. present 
apptoi download. 
If no. inquire by 
GUI If email, or 
mod download. 





The Server renders the offending 
file to a non-malicious Formal and 
establish as (ha charge, dears 
payment, and transmits the 
rendered f Je(s) as a new EP to 
RedptenL . 

1207 



FIGURE 21 



SHEfcfi 
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